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Patrol Drone

PDM&FC
Instituto de
Telecomunicacoes

Provides remote Description
monitoring of areas of

interest. assessment, movng tsef quckly 10 0 designated

Soktion %0 contol sremt and eady L

F
Goals monibored soanano, and dalvenng high gualty

IMages 10 he APECAlE Mam (uting mutipe

i, gynamcally posifionod scconding 0 e

o Ramals masdloning of aress of ntorest

COtringind drones st monkorng il nesded)

« Earty tuabionad n may
stuations (aock

* Dvarsening rginns

A Patrol Drone privdes emols montorng of

aeau of imeras

Moang fsel! guickly &5 a desigmated pont ana

dekvermg h alty mages paciaiet

nam It cho holp wit

bty afLabone

wusaarmerd
and Oru-placring DEAOND A JEM Gven Al

Amonyg other apohcations, Dionas can o used »
moocident situstons, akes security, roft, atoas

woornson, el

10 e Connns OF & Lorgm B, Seones o be Ussd W

lirys of commurication

Contacts

Patrol Dranes Tures Tasl Traved capabity, ubowe

average fight autonomy, and aliow for routing
masons or mancal control by an operator

They can mommticitly be pomtioned with

st 10 the mocilorng  equssTsels  and

ground forces locatios

In addidon, they are cagable of ransmitting high
0 by 5C ks, with

sdaptve quaity and perdormance

resoltion mal sme ma

Co-financed

=
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Smart-Healing
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Smart-Healing

o efacec
it

epom 1 gy [

Self-Healing solution based Description
on 5G for enhanced power Tradtionas selt-healng soka
distribution grids on voltaga level analsis

of livwe med! ypically ke ns of seconds

solely b

wer @dended pe

recontigues powet goide. This cew. upge
Goals Ouothond medum voltage power datrituson pefuctvily (Lo, In order o enwre that ofhe

caled Smut-Healng, ke schamage of 56 o hom the fault do ot

M grooa o ummepecied Tauks -~ These

can e empord ant. For welll Tp ensure the

o coordinated protection o case of communscation networks to periorm Pealng »

fall over the

ratance. branches of ¥ees m vabitty of this ¢

UNEXpOCHng ocaeical fault on powor ot few miliseconds, which trings & notonous s
3 pownr e, I such ceses £ mandnlory In h obwr vpatreom 1EDs as lust on
o Geyd reconfiguraton i few midmeconds Improvermant on the gually af service nafically caar e skecidcal Tauk o fow milsoaconds. Athough he
E : ng the Wwtegrly of the o Vo ~glomorre i
o Entuncod queity of seevics on powes grigs o ing the ntagnty L jocine w rpleme In high
™y Faut cloomance o oo by an comymumcation petworks
| Eblsctrons ) hal

Substation
y Opona the upsimam cheoull
CG18% RGOOSE mewsago: am
3 between IEDs in order 10 ensur

e Brove Savimet

v and power gnd setl-heakng

-'i Contacts Co-financed
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VR Gladiator

POM&FC -

Virtual reality game that Description —__—"-;-__-—‘E——f;—z f‘
allows each player instant Virtust raaity game that alcws asth phver (o N
reactions assured by 5G simulode chardders anms Mo
‘echﬂology, more roadsm and enhanced u

throughs natart  foactions asseed by 506

Goals
tecnnolog

¥ realty oquy . whare sach player maves the lechrcogy, whsth ndows on fine renction o

* Heol sme combat betesen ployers moson corolnms 10 mmulkle cChamods s ama Ihe ¢

mert, gving

¢ arpenance.

o Enhiercnd game sepie icco mavemant

o High mmarson game perception In the hoodiel = prozented T wial

ol logether with Se that

Jotect et b posie % e

ghve mXre e

SCane, provding enfianced user werencs and

= '
[Lge_~ ]
- - l Crease Manch
-y o .

Miced Chent B server
.

©) pravras
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Policy Control Function is
at the heart of the 5G core
network where decides on
how to handle user data
sessions.

Goals

« Decde gatng and QoS cootrot polcios
o Ducay iraMic siserng poboss

« Decide access and motilty polcsa

AY NWDAr | o

Policy Management

(PCF)

Osts

Description

Polcy managoment i parssmount lo ofow ab the

stascholders © extract the Doest oul of P
natwork, Al the canter of the 56 systam rasides

the Pt bcy Control Functon) which plinys the

phvolal robe of decidng hiw snch dols session
whindd Do trestnd and handed by the ecare SG
noetwork, Ths sllows dfferent handing methods
(eg - QoS gatng, trafo stearing ) depandng on

cuslomaer, SOnIoe and Contexdual Bwareness

PCF

In %8 «

tho ooon

4 £ plays the rdte of the PCF n the

cosysein. the PCF o

for mlonming he SAF of the gaaing

\ new dola sesson

Through Its Ftagration with the NEF. e PCF

CRA  FROUeS

platfomra, extemal to

mgure speadic neiwork resourtes %

Oofivnt Pat servon

Contacts

from 37 pary senice

™0 oporator notwork, that

wTecly

Co-financed

TWO iy

4550

corvul the data sossons n the

retwork slew

20N In W0 taking advaniage of ihe
with a macrene laarmng ¢ <

fur identhication of behavior potiems  and
anhanced sdpmiment of polcms

Mtde 10 Cemonerie he

has on tha entrs 55

M beng e athorty that enaties the

bast condBans for unigus senvcn detmry
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5G based CPE for
characteristic scenarios

Goals
* Provide 5G retwork in valtoos Mowng new

typass of sericas and appicasons

Prowding 'WiF| intemet nccoss thoough a 5G
gatoway

o Provading critcal communitabon:

5G CPE
(Wavecom-5G)

—_

v
wavecom

B wEse *

Description
's mendod fo devoop a 49G CPE wih

spociicatons for wse manly in e tarspartation

sCe0an, namely DUSER  AND  SIOOCMDLS
WRCINs | Whview The eelstunce ol § 5G galieawy
Wi be ssrving & Wi-Fi nviwork

Wih the anmages Tt o 5G bringas, | wil be

itve | vkie a broadhand communcations

%0 vRrhicies, serving he purpose of
Wnes  appikations)  oitical commuenications

multmedia indamet, el

Use cases

The use ceses defined % C OJs 0N Peon
cmponents aatety enletnrrent and
transportason

First Ruspondurs Use case

o Sroup communcaboon for First Respondens

ogy corrol and routing

Co-financed

Crowded Events Use case

o Brosdberd
Crowdndg E

« Re

Inlenel Access =

Temporary

oo capacly of existrg networks

o Trafioaswe lopcogy coniml and routing

Vehicular Use case

o Vehiodar c

o ANurt ar
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A platform to support online
classes, exploring 5G eMBB
& MEC capabilities.

Goals

+ Deveiop an onloe teacting-facity
o Prposs & rocass Tor Do mesautemant
o Compare G QeE partormances of the

HpORLAton wheny runceng OTT (over the

100) 06 40 B0d 53 Nubwarks

K.

5GOpenclasses
(5GOc)

spom o o

Description

Our goal 3 10 dawwiop an (edw teaching-Tacitly

und 8 Dty of Expectence {Qof | procass

Bewndes the mabde app o serve ihe studerts, &

Cceskiop app afows leachers 10 Croate, mManage
and dnse Hhe Cass SeSRONs Wwhen sludoanes ca

W Ive sirsams and dawriond materais

e

serving seversl sludents w0 idest sconato W

loverage the 5G enhanced Mobide Brondborsd

coputity (eMBE

"
e — -
T
Swittzz mresre o Dertbzacn

s AW e A Ay

-

The evalustion of the QoE wil Do dona based

4 reting Yam

W) WO INDULS, DAY communt
P users. via & uesionnae in Ihe mabide npe
The former mpul wit feed & Nabursl Langusge

Frox duce » il of the main

55ing mocde. |

opos thisughs

Sanultng frem the 50 edge computing
coapability (MEC), tw deta colected in the

rave can be sustmanzsd a8 eatly as

able In the network

Contacts Co-financed

On-the-fly differentimed services wil be ensured
A UE inside the class mremises should not be ablo

10 CNE. sk QUASHIONS NG wRlch T hve sreams

On ihe other hand, It UE & outsicts of e class

prammen, i1 users shossd nol be sbie & provds

Bowgnol sermed valoss hedher stream vdeos

Privacy Preservation Protocol

Tha suthanticaton (AUl ) process 1 1 pre

w Privacy-Presscvahon Pro

b prmend by

sohston from 1T Ayelro
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PPUAP for |
Smart City Apps T I |

ramgon -

Privacy-preserving user

authentication protocol

for Smart City apps

Description

Goals

o To provie moble  uses wih

wlcwol and offechve moowm It

nuMe-Boane fowords Sarvwe

Prowders. whie provoning usar
JaNy MDgraton o curant

pntiticatcn and tracking
motrke sgplicalion Impinmeantasons

o o

s vt

Contacts
Co-financed
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Zero-Touch Operations
with Automated Assurance
in the digital era

Goals

Nokia Assurance Center
| NOIKIA |

Description

Noka Asspmnen Cantor grosides » fSrghe P of
Glssn  across  Netaors  Vensdors  snd domakes
ootmecing Natawork with Secvics & sogporte e
tustyve wotk Bow Ul sod angses S guedes 1o ICA

A Serecn Inpct Anaryss, srbing bi idenaty v

Docruinse mastnt 5100 10 dalecd wexd s Smn spmoted mamer o aleded service by e
o repak undonying oot and  inkng
ALnom 2 CpOratons 1or BAMVIOES, Nalwork PAONAZRGN INATr NCRON

W ProCessss

EZE dosa ¥

witn e

ok | > shoo Managemer

v | S |
L el gy

Nokias  Assutance Center Ins

yrofect. Nokie Assurancs center wil ptay

e the »

Mcriasni $ and A ol SRsrRncH SORD0N Bing M M

and  shce func

hat Wi
mednca & wil nlow 1o porfor

W colacting i

ough the -
Network and Sios Metrics

ciecind metries In the now ers of ¢ G v .
. o . e needed KPy
% and o Ne -
. ol tha needed

makng

netacch servicn el slicn

ovar P, FM, CM and wiual Procos

Provenihn hoaing based on forecasting what F

scenanios and Machne laaming lechnques

Co-financed
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Securing 5G Core services.

Goals

¢ Delect Svrom

-<00e 301ViICos

o ANNYDS PATRMS 10 Mearn how 10 QRS New

ety

o Provent attacks by taking sctons aganst threat

= Cove

~r por

- Wete e e e

Lows
P

e

Applicational Intrusion

Detection and
Prevention System
(AppIDPS)

OneSource

Description

ADPIDPS sar, !

3 Ihe purpose o Ecuday e

sed wrchincten of the 5G Come

SEOON-L

stion loyer whate

providng securty at the apphc:

APl communicaton s ploce  ApplDPS

commines an inrusior o ang ¥

Systam (IOFS) with Secunty Informaton Event

Management (S with anhatced nols &g

s T aliwe

spetifoaty Wiored for 5G
sacunty probes in esmrtinl Comporeors, turmly

those expused (o the extonor (e.g NEF)

-0 P

o
rop e
g e

WLAN
5

Al
PONHI

Sacuntly probes maninr tbvarse Darameies

wilh the indormas

By Bom @

such am thw ¢

(g ANack whinim A P

nd Ihe contens of thy

¥ logl

Contacts Co-financed

N s, an
the ,.

®

vrel e :
413 plane

WPAOM

N

Comman allsck vecioes far SG Core servicaes are

Danist of Service [DoS) Mslomag Re sls

Bad Parmmesers. a0d exgionng Lack of e

Lmsting

Afer the delector

n event, an oclon s

T ButomaNCaly of Taking Lo ac

£ This achon I sent back I
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BodyKit Situational % e o

Awareness Platform
(BodyKit) A i

OneSource

u yory wion mange of BodyKe atio has automatod »

e tedection ¢

¢ aver the

rasance of e LT LT

srviroomaentsl oo

Situational Awareness Description
Platform over 5G.

1 the 55 hetw
Boay Quality of Su
accomphsh that

¢ Com v Network

Platfom IBR Huan Rt

Temporat

Ol SHsonal  Awarans

WKH) enthaeces ol Commant e

. mvironmy

Controt Camee (CCCJ copobition by incressing
Goa,s Fl, mquasting M e rod
shuational swaraness for smergency response wach Now #l T Polcy Contred F
o Coliec! cata from medtipio types of secsors and stuetions, ncludng advanced Zway voice and
mulmedi aquiponent ovee 56 ViIdeO ComMuncatons and A farge amay of data

¢ Frovge a flesble wstuniconl aworeness 10 COIOCI Mo enviranmental and Diosensors Al

enhance feld coeratons and porscnnel salety e wfoemanon can be sant ovwer T S5G edwons

A of Safaty

NG 10 the vort

- G Cate Coveard (oerel v

0 " pove v * -~ a—
-—— —
o ot e
. e S~ @ @ @
ey
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i <t A

oo n Contacts Co-financed

f e &= nfogitgo - -
g : Lisb®20™ “*"%35 #3620 [l

acton Loy rund ookl Carte

o

B Dairw

10k ik

(0p)
-
D
D
L
p)
)
&)
-
©
@)
-
al

i




(0p)
-
D
D
L
p)
)
&)
-
©
@)
-
al

Exposing 5G Core services
to the world.

Goals

o Fudly complant interfaces In ino with IGFP

Mandards

depirymusn

=

ain entry poimt for 5G Core

wrvics B coud

wo

Suthc Lond
Dearce

Network Exposure
Function
(NEF)

OneSource

Description

PP Sevice-Basad Archileciung

In-drw with the

(S8AL NEF & orw of Bw modubsr Networ

5 INFa} »n the 5G Core As NEF

yres & Vitun! Network Functon (VYNF) we
have e capabidly of deployrrg gisinbuled and

faxitie NEFS that anable muttple eniry ponts

the nedwe

% for Applicaton Functio

vy ow lalances for dalitued NFE repartvg

M) commmmunicsliongg with NEF

ra
Frhete
Lo b
Sabirvar
Cnhar
t NEe
259 IDST
Fyotws

NEF, spachied n I

thal can

Orvios

Conlacts

umantal n p
b Jeverages
providing the

"

the

e Servoe

PP Rokase 15 |
2] PGPS T
an open %

for pavesy

maans for ¢

( Aagregmmn
ranspeet

clathorm

oty ond

mers (o

" e

spabitty g

) which was otiginally definnd s
acket Core specificationn
Rolecne 13 [JGPP T8

Co-financed

atrid phave

NN

NEF 15 usaontilly an AP gadewary
ok tunct

xa

. enforde and morvior

policins withn  the

ro and § gh % h
s Multigle
abiiry
it abe
network sliows ot
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ONAP . E2€ Orchestrator

= E e

[ e

“r ll“JM

E2E

Orchestrator =
aLTRan o =

DESCRIPTION

ONAF g an cpen-sourcn platfom far real-tima

At and automabon of

podcy-ariven arch

GOALS

Prioucie =oel < agin servon (wecgn e

At R

o SR alicns
SUPROrt Closed-o0p Tarvce ManegeTe Nt

Vabdalo 5G sondces madnezs

natwork funclions (VNF s and PNF &) Saogeting al
cornn (Soma. mobie ! SG ang entergrise |
With a strang invavamant of Teecam Indusry
(Dparators, Vendons, Cloud énd Softwate
companies) it Is becammg the reference

platform in Oparation Supparn Systems

Nidd 10 be smacter and ONAP provades oparanys 1 b
wWeT

M
W
Orchastraton

Legacy and  wrlunkreo

Miow  aogne &

del-driven nghe secvnoe Gesign

o il -Soman

v n SGo o, A v niw e ONA

v Wi ONAP

AN Brvd BETYICE JOVODATS Can Use

Arivan Capabillios for & fasl-1ema-10-
markot avallateity . Whie operatoms take
pdvantage of ONAP scdomatan tealures for

soure wiw procict He.

R UL )

manageewnt

ETSI MEF and TM Farum complsncy
pcd-native applcaton

NEY Markelploce enatler

Addtanalky

ONAP Portal / APts / Dashbaned

Dnl&(n—flvﬁ (500) ' Run-Time

Service

Orchestratos Ao

VNI Oréoardrg CONTACTS Co-financed
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Supporting Railways
signaling operations
through 5G networks

Goa's omirnunciicns  beleeen S

Description

The systam usas

Railway 5G Level
Crossing

o efacec

®

5Gtom

wnge dala wfomsation with the

NS approoching
Ll Crossing (LX) wwa  (Fix  patmanent

1 dwlscices and Le

ortrobke or mobile commurvcatuns beatwesn the rwn ind

o Use 35 communs

ns 1o support miway

sgnaking operati

5, N parsodar
ranbwary aved IoGENY  COmTuncation

regaremants (NOM) - Figune /Scenano 31

connedd 1o the v Croe

o Alow manisnance agerds o monior (status

and alarm @vent transmission) and manage the
lavel crossing cantroliar, through & tabiked dowee

(50 stomunicalinns - Foura'Scenwo #)

effioancy ond sarvce e

Level Crossing Area

wlton hes & Thoe Tepact

ators alowing the reduction of sysiom ca

e LX controtier; 10 ingper The ratamys operaton
Addranaly, the 5G wif support remcte maktenance of the
@ Crosaing oqupmant s, afowing mantenance agocts

monios and manage the LX, through addal devicaes

ng Controlhe

arhing  busness

", wystom

phon cost, instaliation time, coble cost. m

Heranco

onse dmn

Wil takn

v C
! tho capabibes o
1 P rvhwinys servicn req oroemrg
adiabaity (URLLC), Latency (URLLC

iy (oMB8) W prowde an End-to

> network o

Contacts
Co-financed

This SOLBON NOLGES & CyDersacely Iramewnn

abe o

on &l the wsafely

muokcotions  anxd ol

Mams O Wil

MUty

way the cop tho

v Uy 8 secute wirsless

provding 2
v cabie infrastru

network
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5G to Reinforce safety at
Level Crossing area

Goals

o Uss 5G commumealons 1o s HD wieso

images of level &

DSy area Y0 apruaching
frains, 10 mantenance agerts and Command

Cantre

o Pravent accdents

d by cos appod

betwesn the evel oo gates

Level Crossing area

Railway 5G Mobile
CCTV

o efacec

ubiwhers @ POM ®

Description

The sysin G 1o Fansmit HD s bme vded mages

w0 Tabkt d

(raen g Mmaenance agenta) and
Cormmand Contra

Tha mages of he nest lewal cressng amn wil be

ratnmised whsnever the i s soeroschiog The sysiem

msos GPS and anbowd softwore algorttms locakzation
purpotes and (o trigger of mmertupt the ¥ideo tranamsson

The scfuticr a huge argact regarcing busness

ndicatons min ) safety conanlonse af Level Creasing

a0l arvd redcry e aocdens snd divaguy

56

o &%

HON NOUGES & CYDarse
upport all ¢
rotworks

wil  take 27y Tamewon

network to abe mochan

CONOTING wiweo

C). Lstengy (uRl
Mobiity (eMBE) % prc
an Endto-End sobason

Hiways  shandands

Capabiiity 10 & sCum WSS Network

Contacts
Co-financed
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5G radio spectrum
monitoring probe

Goals

o ldenmfoabion of 5G channels v he anayzoa
[YeeS T

o Estimaton of tmnumitiod &'a rocetnd powe

o Aunitiry %0k I cuversoe st

o Spoctrum Interfarence detecson

* Loggng of

1 8 cenralaed systom

%G NR indoemation

rsmssons for lnler analysis

5G Probe
(rNode-5G)

—~
A4
wavecom

ubiwhere

Description

no NN genembon imrodoces @ new form of

mda ma

aguman, alowing a more efficent
Aliccaton of Ine banchvidih Svalanio (0 PW users
Wiy 8 new fechnology Il B mponant 5 have

tools had atlow 1o westumis iy performarce The

ectrum, collacting matncs

sendng them 0 a cenr@ized service for turthar

anatyes

Use cases

The moagsures wil alow 1o evalume ard voldoin

SG sgapmant s

WO e Ak

Coverage tests

N can be used © plan the &

mrrangemant ko

MVl PWOT SO

M Uy masuing

eived agnal

Contacts Co-financed

Network troubleshooting

sunal anakpse the geobe can be

24 prodinma in Pw colutar newons

Per 50 signal tonng
ng e logong syssem, (| I8 Inended
jdament the

gualty montonng ot

sgc ponts of Be network, thus ma

the sigeal qualty over time and  idend

patantal consmings

Lisb@20% c*M5i% #3620 [l
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Honeynet

ubiwhere

Preventing and mitigating Description
attacks on 5G services The Hooaynet modue

getecing e acthily on WO man froves. The

has e

5l

Maasre. oo » of

Goals

Calncing sbnomal  sctvly i s proheg
o Provent ata n | aiiom VRY, Such 8 probing
arcand nedwarh enlry points. The seconcy ime
Nround weedcn antry pooly

o detnct atisckers after & moching bas Deen
1 after 55

o Midgate im

compromacd
comgramiGed
of deployment is compasea Dy
o Mongor and lasam allacker's moocologes o
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Product Sheets

Autonomous computer
vision system to monitor
and prevent hazards on
railroad level crossings

Goals
o Obstncle delscthon and doassfScston on
rarood ‘evel Fossings

o Froadcam! teal-temm video of lnvsd Cromsiogs (o

traen conduoio

o Giobul slaft sysiem b0 comact suthertins

Intelligent Video
Surveillance System
(IVS)

ubiwhere
Description
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Scanning for vulnerabilities
on 5G services

Goals

o Padode scan of function vunarsbilles inside

50 ‘wih the Lot

winarabilios

o Raport detectod anomabes nnd viinerabiites

0 0 Ceriral sysoem

Vs Mastar

Manager C

Vulnerability

Assessment System

(VAS)

ubiwhere

Description
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GOAL S generabon  mutimes

Mobile Video
vCDN

aLTRan

DESCRIPTION
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Autonomic
Manager
(AM)

088/

Real-time forecasting for Description
lmprove network Automomic Manager (AM) makes simutanecus
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Security visualization tool

from e dfferent

ants of 3 55 retwors coce

por! & detrbuled event ansport topology
capabis of leveragng edge processing

o A middeware thol visidates wxd (TOCESSes

security evesms

* Ea

¢ foal-lene mon

e Tt s

Security Dashboard

& Event Collector

COIMBRA

Description
The Socunty Dashboord & Event Colecier wos

designad to & iy
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